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DATA SECURITY ®
At Toustone, security and °

reliability are paramount.

As a trusted partner, Toustone understands the value and vulnerability of
your data. We are General Data Protection Regulation (GDPR) compliant,
ensuring privacy standards are at and above Australian requirements and
ISO27001 certified.

We've implemented ICT security controls to protect our data from
unauthorised use, modification, loss and release. Our suite of policies outline
the rules, guidelines, and procedures we adhere to in protecting
organisations’ ICT systems and client data from security threats.

We treat your data @ Complete end-to-end platform encryption

like our own.
@ GDPR Compliant

(+) 18027001 Certified

@ ICT Security controls

Your data needs can be sorted and fully supported.
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Our Security Measures

High Availability High Availability in Toustone Cloud is delivered via replicating key

infrastructure components across different availability zones.
Availability zones are discrete physical data centres at different
locations.

e The platform is completely encrypted from one end to the other.

» Connections into the environment are encrypted with 128-bit TLS 1.2

connections.
» Alldatais encrypted at rest (AES 256)

Security Backend platform configuration, Yellowfin backup files and Yellowfin
configuration data is encrypted both in transit and at rest. AWS security
components are used to ensure the platform as a whole and individual
environments are secure and used to monitor for anomalous activity. Tools

we use to provide security within our AWS based platform:

e |dentity & Access Management « KeyManagement Service
o Cognito o Trusted Advisor

o GuardDuty o Cloud Trall

o Certificate Manager

Who We Are

Toustone is an Australian advanced analytics and Decision Intelligence company driven by
confident and seasoned data experts. Operating since 2014, we help Australian leaders
across industry gain clarity on the current and future state of their business, so they can
make confident and smart decisions to find their edge. Toustone also supports businesses
with sustainability reporting, whilst our predictive analytics tools help address staff
retention, and membership growth goals.

The Management Team
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Adam Sharp
Co-Founder & CTO

Matthew Pedersen
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Marilyn Martin
CMO

Unparalleled expertise in advanced and predictive analytics.
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